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H 1985-2801 Microsoft Corp.

C:“Documents and Settings“admin>netstat —an
Active Connections

Proto Local Address Foreign Address
TGP 8.8.8.8:135

TGP B.8.8.08:445

TGP 127.8.8.1:1829

TGP 192.168.232.137:139

upp

uUDp

uDp

uDp

uDp

uDp 127.8.8.1:19688

uDp 192.168.232.137:123

uDp 192.168.232.137:137

uDp 192 .168.232.137:138

uDp 192.168.232.137:1988

Xk X K Kk X X K X xO00
K K Ok X X % %X ¥ x @O

C:“Documents and Settings“admin’net stop rdr
lorkstation H""IE%E"

i net stop rdr [FZ%
net stop srv [H|Z

net stop netbt [F]Z
-

upp 192.168.232.137:1980 I

IC:\Documents and Settings“admin’net stop rdr
Workstation
Morkstation

and Settings“admin?ne
T NetBio
over Tcpip

TCP/IP HetBIOS Helper
DHCP Client

:HHE{E? Ce/N> INI: g

State

LISTENING
LISTENING
LISTENING
LISTEMNING
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Proto ddress
TCP - =135
ICP .1:1829
uDp - =588
UDP - :1825
uDP - : 45008
uDp .1:123
uDp .1:1849
UDP .1:1988

o]
w

oreign Address State
.6.8:8 LISTENING
.8.

a:8 LISTENING

XXxrrxxoeos
IEEEERE-]L

:\Documents and Settings“admin>

:\Documents and Settings“adminl>

:\Documents and Settings“adminlccc

C:\Documents and Settings“admin_
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6.1.760811
soft Corporation. ¥

C:\Windows\system32. net stop »
mh pug

Workstation

Netlogon
Computer Brouwuser

[hiR{EID? <¥/N> N1

A
H

Computer Brouser
Computer Brouser

Workstation

C:\Windows\system32>

I\ “net stop srv” [HIZE, fE “IBAE4RsEbERAEL 2 7 AN Y7 .

Computer Brouser f
Computer Brouser

Workstation

Workstation

C:\Windows\system32.net stop srv
Sh AR A7 A Se oA

R
‘%jt Server

Computer Brouser

C:\Windows\system32)>

I\ “net stop netbt” [B|ZE, & “IEABARZEPbERIEND? 7 MMEINT Y7
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TCP/IP NetBIOS Helper
TCP/IP NetBIOS Helper

C:\Windows\system32>

SR S5 15 H
BEMIERIRE R

BER: C\Windows\System32\cmd.exe R

:\Windouws\system32>netstat —an imore_

2.3.2 FRZ: BEEME

m TR BB CRrEREF” R MR TR 4T B, AEEEITHET R
“regedit” AAJa KT € F 4
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360

=z
Windows IEESHRENNIER | BEFITHERITERE.
3=, L Internet FIE.
F17F(0): regediﬂ
RUS =S ToEy) | vy

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\NetBT\Parameters “, A
NetBT 1% ™R 55 B AH O 2 1

S ko - s [ BT T W
XEF) WME) FE(V) A #AHH)
>~ ), Ndisuio (4| &% wE e
>4 NdisWan .}‘JN REG_SZ mum
> NOProxy %) BcastNameQu.. REG_DWORD 0x00000003
b -di NetBIOS ) BcastQueryTim.. REG_DWORD 0x000002ee
| 2% NewsT | % CacheTimeout  REG_DWORD 0x000927¢0
U':k': %4 EnableLMHOS... REG_DWORD 0x00000001
@NameServerPort REG_DWORD 0x00000089
4 | Parameters
—TreTocs #4)NameSrvQuer.. REG_DWORD 0x00000003
B Securiy #)NameSrvQuer... REG DWORD 0x00000bbs¢
>3 Netlogon 28 NbProvider REG_SZ tep
>3 Netman %4 SessionKeepAl.. REG_DWORD 0x0036ee80
» -} NetMsmqActivator #4)Size/Small/Me... REG_DWORD 0x00000001
>-Ji NetPipeActivator #4)SMBDeviceEna... REG_QWORD 0x00000000
b - ). netprofm b TransportBind.. REG_SZ \Device\
>-Ji NetTepActivator #)UseNewSmb  REG_DWORD 0x00000001

o b NatTraDavCharian

SRJG, 1 Parameters IXDNFIIIAM, s RARAEE, “HrE”, “QWORD (64 1) {H”
(32 DL ¥AE RGik$F 32 MifE), SRJGHEAT4 A “SMBDeviceEnabled”, FEHUIXANFHERI{E L
N0
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360 FFET - ©

Tk | ==

BNV =

oy rrEsss
XHE REE FEV WEEQ) EBH)
-}y NdisWan A || B S 5E
v+, NDProxy REG_SZ (BERED)
»- )i Netaapl .. REG_DWORD 0x00000003 (3)
>l NetBIOS im... REG_DWORD 0x000002ee (750)
-0 NetBT % CacheTimeout  REG_DWORD 0x000927¢0 (600000)
e E,"':("‘ % DhcpNodeType  REG_DWORD 0x00000001 (1)
| & inkage % EnableLMHOS... REG_DWORD 0x00000001 (1)
4 - | Parameters o

| refors = REG_DWORD 0x00000089 (137)
L S;cu rity %4 NameSrvQuer... REG_DWORD 0x00000003 (3)
o0 Netlogon #4NameSrvQuer.. REG_DWORD 0x00000bb8 (3000)
N J} Netman 2b)NbProvider REG_SZ _tcp
>3 Act 2 Sessi I.. REG_DWORD 0x0036e80 (3600000)
5l NetPipeActivator #)Size/Small/Me... REG_DWORD 0x00000001 (1)
>3 netprofm #4SMBDeviceEna.. REG_QWORD 0x00000000 (0)
b Ji NetTcpActi ab] TransportBind... REG_SZ \Device\
bl NetTcpl sy REG_DWORD 0x00000001 (1)
b J) NETwNs64 H
21, irdogo FEN) | TR
5 )i NlaSve =HESES)
>+ Nefs SEBIEE)
>l nst [ oworp GE2-ED)
& oo o

™)

25 (BRA)

fg'_{;] BcastNameQueryCount
94| BcastQueryTimeout

24| CacheTimeout

2% DhcpNodeType

4| EnableLMHOSTS

fjﬂ NameServerPort

_‘i-[{] NameSrvQueryCount
%) NameSrvQueryTimeout
ab| NbProvider

4| SessionKeepAlive

.?ﬁ{] Size/Small/Medium/Large
ab| TransportBindName
4 UseNewSmb

=3

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_QWORD
REG_SZ
REG_DWORD

18

=

#EEFES)
0x00000003 (3)
0x000002ee (750)
0x000927c0 (600000)
0x00000001 (1)
0x00000001 (1)
0x00000089 (137)
0x00000003 (3)
0x00000bb8 (3000)
_tep

0x0036ee80 (3600000)
0x00000001 (1)
0x00000000 (0)
\Device\

0x00000001 (1)



P 250 EEEN°
& Fumz
E=2 =3 #HhE
ab)(ZRA) REG_SZ EEFED)
fjﬂ BcastNameQueryCount REG_DWORD 0x00000003 (3)
_?5'5;] BcastQueryTimeout REG_DWORD 0x000002ee (750)
33'5] CacheTimeout REG_DWORD 0x000927c0 (600000)
24 DhcpNodeType REG_DWORD 0x00000001 (1)
4 EnableLMHOSTS REG_DWORD 0x00000001 (1)
3;.5] NameServerPort REG_DWORD 0x00000089 (137)
fg}ﬂ NameSrvQueryCount REG_DWORD 0x00000003 (3)
3:-'«5] NameSrvQueryTimeout REG_DWORD 0x00000bb8 (3000)
32] NbProvider REG_SZ _tep
31'«5] SessionKeepAlive REG_DWORD 0x0036ee80 (3600000)
i-}gsize/SmaII/Medium/Large REG_DWORD 0x00000001 (1)
3,’-,';] SMBDeviceEnabled REG_QWORD 0x00000000 (0)
e,lf]TransportBindName REG_SZ \Device\
3,’-,"5] UseNewSmb REG_DWORD 0x00000001 (1)

T

#{ERIRM:
SMEDeviceEnabled

#iEIHE O H#

© 753 4D
O it @

[ w= || BE |

Wk S “FFIR”, “i8477, %N services.msc, HEARSEFIEH| G
e

= Windows SEESFENHIER | AEFTTEARIER.
' ftE R Internet .

FIFH(O): services.msci v

" Blig RE(B)...

R server k5%, XlidE N HARH| UM . X IRS KRR E SO “25/7, ik
FSIREEECN “IF1k”, &a ridi
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W

C:\Windows\system32\cmd.exe

-
RO g% | WE | H5EFR

AR5 2% LarmanServer

L=t Server

= s FHERTS FIED . &R -
e PR BT
Bl TT R FFRIER

C:\Windows\systen32\svchost exe -k netsves

g e |[BE n
i it ET ‘._"'V

WEHE: S8 /

B @ EF®
MR BINRSE, ZoliaeRuEARIBIhE .
HATE B Ef @)

VERRRGAE ]

18.17.
18.17.25.151:8597

25.151:139

10.17.25.151:8597
10.17.25.151:8597
18.17.25.151:8597
10.17.25.151:8597
18.17.25.151:8597

TN “netstat - an|more”

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT

@&@S@@&@S@@S@S

@&@@&@9@&@@@@&{‘%—
@&&S@@@&S@@@&&
S&&S@S@&@&S@SS
D000 ®

1@ 1? 25.151:62484
10.17.25.151:62488
10.17.25.151:62498
18.17.25.151:62561
10.17.25.151:62502
18.17.25.151:62518
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LISTENING
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TIME_WAIT
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TIME_WAIT
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3.1 Juniper &AMENEE GBI

set firewall family inet filter deny—wannacry term deny445 from protocol tcp
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set firewall family inet filter deny—wannacry term deny445 from destination—

port 445

set firewall family inet filter deny—wannacry term deny445 from destination—

port 139

set firewall family inet filter deny—wannacry term deny445 then discard

set firewall family inet filter deny—wannacry term default then accept

BAE 4 Jey N FH )
set forwarding—options family inet filter output deny—wannacry

set forwarding—options family inet filter input deny—wannacry

#AE = 292 11N FH R0

set interfaces [FHEHHN=ZFiHOLFK] unit 0 family inet filter output deny—
wannacry

set interfaces [FEEHHHK =ZI4FR] unit 0 family inet filter input deny-

wannacry

3.2 #=(H3C) WA KB WRE CRFD
HORA -
acl number 3050
rule deny tcp destination—port 445
rule deny tcp destination—port 139

rule permit ip

interface [ ZHE4M =2 4 FK]

packet—filter 3050 inbound
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packet—filter 3050 outbound

IHRRA -
acl number 3050
rule permit tcp destination—port 445

rule permit tcp destination—port 139

traffic classifier deny—wannacry

if-match acl 3050

traffic behavior deny—wannacry

filter deny

gos policy deny—wannacry

classifier deny—-wannacry behavior deny—wannacry

BAE 4 R B H
gos apply policy deny—wannacry global inbound

gos apply policy deny—wannacry global outbound
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HAE = 252 100 N )
interface [ E 4N =)= im0 4 FK]
gos apply policy deny—-wannacry inbound

gos apply policy deny—wannacry outbound

3. 3N AMBRNEE D
acl number 3050
rule deny tcp destination—port eq 445

rule deny tcp destination—port eq 139

rule permit ip

traffic classifier deny—-wannacry type and

if-match acl 3050
traffic behavior deny—wannacry

traffic policy deny—wannacry

classifier deny—wannacry behavior deny—wannacry precedence 5

interface [ E 4N =)= im0 4 FK]
traffic—policy deny—wannacry inbound

traffic—policy deny—wannacry outbound
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3.4 Cisco B&AMEBWEE ORHD

IHRRAS -

ip access—1list extended deny—wannacry
deny tcp any any eq 445
deny tcp any any eq 139

permit ip any any

interface [ E 4N == im0 4 FK]
ip access—group deny—wannacry in

ip access—group deny—wannacry out

WA :

ip access—1ist deny—wannacry
deny tcp any any eq 445

deny tcp any any eq 139

permit ip any any

interface [ E 4N =)= im0 4 FK]
ip access—group deny—wannacry in

ip access—group deny—wannacry out

3.5 BiFE WA NEWAE R

ip access—1ist extended deny—wannacry

deny tcp any any eq 445
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deny tcp any any eq 139

permit ip any any

interface [7FZH:#N=E i 14 HK]
ip access—group deny—wannacry in

ip access—group deny-wannacry out
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